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' United States Department of State
&& Fashingon, D.C. 20620
-SECREL

October 19, 1984

MEMORANDUM

TO : Mr. David Whipple
National Intelligence Office
for Counterterrorisa
Central Intelligence Agency

F ROM : C. Thomas Thorne, Jr;ﬂS/’
Deputy Assistant Secretaty for
Assessments and Ressarch
Bureau of Intelligence and Research

SUBJECT: Terrorism Threat Warning

Here is our draft proposal for the new coordinated
Terrorism Threat warning. Please look it over and let us know
what you think of it, and {f your agepncy can 9o along with it

DECL: OADR
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SECRET

Terrorist Threat Alert/Warnings/Adviscries

1he Chairman of the lntotaq‘ncy GIoup on Tersorlisa {IGT)
has roted that several intollig;nco agencies, 1.e., State SY
and INR, CIA, DIA, the Services and even military commands are
all nending individual threat v‘rnlng- to their components
overneas. These messages concernlag a threat are often based
on the same intelligence informmtion, but that fact is
some.1mes not clear to the post. Thus, duplicatory
warning/advisories are lonctlnio pecrceived as saparate plecea
of 1intelligence corroborating the same threat. The
duplication therefore gives noﬁo credence than the intelligence
actually warrants. Also, oonoﬁtaoa the duplicatory

warnings/advisories are not passed to other agencles at posts

and Washington. The Chairman of the IGT requested that the

intelligence community work out some system to:

a) assure that threat asspssments are coordinated among

major elements of the Eonnuntty,,and:

b) assure that an nsco.-nﬁnt that intelligence does

_indicate a serious threat be transmitted to poste in a
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coord.nated and non-dubltcctoty fashion,

10 respond to the IGT chaltﬁan" fequest, State proposes:

|
Fhase I: Community Coordination. Upon receipt of raw

intelligence indicating a possible
1
hould come up on flashboara ana

terrorist threat, any member
of the i1ntelligence community s

4sk for assessments by other flashboard stations. When any

member believes that the intelligence warcrants a terrorism

threat warning, he will Ainitiate the warning. That agency or

State will then compose a brief warning message referring to
the specific intelligence by nuibot. which the post or post s
should already have received, and stating that the intelligence

comminity has analyzed the intelligence and believes that the

threet is serious. In rare cases whetre it ig not possitle to

send the raw intelligence to a POSLt, the tntelligence will be

briefly summarized in the warning message. 1If possible, the

duration of the threat will be specified. This message would

ILLEGIB
then be tranamitted to all a!toctod agecies #4s~(4.ahboa+d with /

the request that they clear it in their .gency with an ofticer

who has been designgted to Clear such Ressages. WwWhen aii
Clearances or non-clearances hc§¢ been received, State witl
immediately transmit (NIACT Immediate, ©r 1n zare cases FLASK)
the warning message to all noco;-ary addressees. State will

fequast that DIA retransmit the Warning maessage to gl}
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necesiary military addressees. The neasage will note which

membei's of the intelligence community comcuzzed cr 2xa not

concur. Further analysis, operational instructions, and o
requegts for additional tntor-atpon tegarding the threat could

then pe tranamitted in the uaualfchnnnqlo, though State would
ordinsrily use the terrorism capklon (see below) in order to

make sure that the necessary ad r[esseely and members of the PAC
automitically receive the Inllylhl.' Ajl further informaticn

from various agencies at posts aoncotnang the threat shoulsd

normally include as addressees ill the addressess in the

original warning message.

Phase 11: Use of *Tercor’ 4lgtton; Warning messages wiil
be transmitted via a new apociai Captipn State message (the
actual caption would be *Terdis®). Any message sent via this
channel from State will lutonﬁtgcnlly e distributed
simultaneously within an onba.s* to all members of the Embassy

(or other post as appropriate) Emergengy Action Team 25X1

others as designated by the Pri*cipcl Otficer. S6Such warning
messages would also be ainultan#oucly distributed in Washington
to all the members of the intolitgcncc community, including the
Departments of Justice and Trea;uty. NSC, and any other

Depa:tments with a need-to-know (e.g. Agciculture, Labor, DUE,
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etc.)

Other Uses of the Terror Cagtlén

Although beyond the scope Lt this paper, vhich speciftically

|
deals with threat warnings to ?o-to abroad, (f ehould be nnred

that. State will propose that the Terdls caption may be used by
posi.s to relay to Washington all significant information
concerning tecrrorism. Such To#dia messages would automatically
be Jistributed in Washington tp aii members of the inteiiigence
comnunity, NSC, and the Otttcia of Counter Terroriem and
Plaaning and Security, in St.tk, and other offices in DOD as
designated by SECDEP. The ca&tton would also be used {in other
outgoing 1ntelligence analysis or operational messages
concerning terrorism, with thJ same distribution as noted above
for outgoing threat uarnlngo.; The intent is to disseminate

tecrorinm information to thos¢ who need it.

Substitution. The ‘coordinated terrorism threat warning
meysage:s, or other messages via the Terdis special caption,
woi.ld not replace any aqoncy'L normal communications with its
conponents overseas. It is upd.:ntocd that each agency has itn
own special intelligence and @dtiniatzctivc needs. Nowever,

thp transmission of a special Tercorist Warning Threat message

|
vig the proposed new Terdis cpption would both carry the added
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authority anc caveat of a coordinated community response, but

wobld also myke clear the basis of the intelligence information
upon wh;ch a warning 19 18sued. AAy agency sending subsequent
messagei3, fturther analysis, oporat}onns, ot aotherwise, in its

oMn cﬁ)nnela concerning a lpcctttﬁ threat, wculd refecence the

coordinated warning message (e.g. iret State 1234 Threat Warning

Message), tihus making clear the cénnon source of intelligence.

iljzggglgglggx. State is ptopo-&ng to scrap the use of the
term “threat alert® and use only;'thro.t varning® in the above
exercise as suggested by DIA. H; also propose that the “"threat
advisory® cateqory used by DIA be studied by the community as &
possinyle first tier heads up notfce, put our inclination is
that the nature of terrorism inéolllqcncc does not allow for
too fine & gradation between ainaory and warning. There will

be other problems in atundatdtz;tton of terminology which could

useflly be addressed as the cohnuntty works ite way into a

coordinated process.

wang O} 33A

SBCRET

| SBCREL

Saniti
anitized Copy Approved for Release 2011/04/11 : CIA-RDP86B00420R000500960013-8



